We present a detailed analysis of the security and performances at different wavelengths, of the two-way quantum cryptography protocol for Continuous Variables (CV). In first place we analyse the scheme from a general perspective demonstrating its unconditional security that the two-way scheme is immune to general attacks and that the collective attacks are in fact optimal. In second place we provide a detailed study of the security of two-way quantum cryptography at different wavelengths against collective attacks [2], from the optical range down to the microwave range. We focused on a two-way communication protocol
[1] in all possible encoding/decoding configurations, and stating in this way an important advantage with respect the one-way communication scheme. The strategy (ON/OFF switching) described in this work, is based on the possibility of randomly opening and closing the communication circuit. This opportunity, absent in one-way communication, allows to show that the two-way scheme is immune to general attacks and that the collective attacks are in fact optimal. In second place we provide a detailed study of the security of two-way quantum cryptography at different wavelengths against collective attacks [2] , from the optical range down to the microwave range. We focused on a two-way communication protocol where Gaussian-modulated thermal states are subject to random Gaussian displacements and finally homodyned. We show how its security threshold (in reverse reconciliation) is extremely robust with respect to the preparation noise and able to outperform the security thresholds of one-way protocols at any wavelength. As a result, improved security distances are now accessible for implementing quantum key distribution at the very challenging regime of infrared frequencies.
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